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Who Has Y our Data and Why Y ou Should Care
Apress

Russia employs a sophisticated social media
campaign against former Soviet states that
includes news tweets, nonattributed comments on
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web pages, troll and bot social media accounts, and Ri chard Stiennon this is required

fake hashtag and Twitter campaigns. Nowhereis
this threat more tangible than in Ukraine.
Researchers analyzed social media data and
conducted interviews with regional and security
experts to understand the critical ingredientsto
countering this campaign.

Under st andi ng I nci dent Detection
and Response Anchor

UP and to the RIGHT is the first
book written to gui de technol ogy
mar keters and executives in their
journey to the Leaders Quadrant.
Witten by industry insider
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readi ng for anyone responsible for
| eadi ng and growi ng a technol ogy
firm Topics explained in depth

i ncl ude: Leveragi ng Social Media,
the Influence Pyramd, the
creation of Magic Quadrants,
responding to the M)
Questionnaire, the anal yst day,

t he anal yst inquiry, and the

anal yst briefing. Each chapter is
informed with the author's
personal experience - both as an
anal yst and as a marketer at a
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major I T vendor. It contains the
first ever publication of the
author's guerrilla techniques for
i nfl uenci ng anal ysts.

Cyber Nation It-Harvest Press

WINNER OF THE FT & McKINSEY
BUSINESS BOOK OF THE YEAR AWARD
2021 The instant New York Times bestseller
‘A terrifying exposé ' The Times 'Part John
le Carré ... Spellbinding' New Yorker
'‘Engaging and troubling . .. This secretive
market is difficult to penetrate, but Perlroth
has dug deeper than most' Economist Zero
day: a software bug that allows a hacker to
break in and scamper through the world's
computer networks invisibly until
discovered. One of the most coveted tools in
aspy's arsenal, a zero day has the power to
tap into any iPhone, dismantle safety controls
at a chemical plant and shut down the power
in an entire nation — just ask the Ukraine.
Zero days are the blood diamonds of the
security trade, pursued by nation states,
defense contractors, cybercriminals, and
security defenders alike. In this market,
governments aren't regulators; they are
clients — paying huge sums to hackers
willing to turn over gaps in the Internet, and
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Me the World Ends is cybersecurity reporter
Nicole Perlroth’s discovery, unpacked. A
intrepid journalist unravels an opaque, code-
driven market from the outside in —
encountering spies, hackers, arms dealers,
mercenaries and a few unsung heroes along
the way. As the stakes get higher and higher in
the rush to push the world's critical
infrastructure online, This Is How They Tell
Me the World Ends is the urgent and
alarming discovery of one of the world's most
extreme threats.

Psycho-Cybernetics Currency

Damn Good Advice (For People With Talent!) is a
look into the mind of one of America's most
legendary creative thinkers, George Lois. Offering
indispensle lessons, practical advice, facts,
anecdotes and inspiration, this book is a timeless
creative bible for all those looking to succeed in
life, business and creativity. These are key lessons
derived from the incomparle life of "Master
Communicator' George Lois, the original Mad
Man of Madison Avenue. Written and compiled
by the man The Wall Street Journal called
"prodigy, enfant terrible, founder of agencies,
creator of legends," each step is borne from a
passion to succeed and a disdain for the status quo.
Organised into inspirational, bite-sized pointers,
each page offers fresh insight into the sources of
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stay silent about them. This Is How They Tell success, from identifying your heroes to identifying

yourself. The ideas, images and illustrations
presented in this book are fresh, witty and in-your-
face. Whether it's communicating your point in
nanosecond, creating an explosive portfolio or
making your presence felt, no one is better placed
than George Lois to teach you the process of
creativity. Poignant, punchy and to-the-point,
Damn Good Advice (For People With Talent!) is a
must have for anyone on a quest for success.
Sprint Three Rivers Press (CA)

Tribe of Hackers: Cybersecurity Advice
from the Best Hackers in the World
(9781119643371) was previously
published as Tribe of Hackers:
Cybersecurity Advice from the Best
Hackers in the World (9781793464187).
While this version features a new cover
design and introduction, the remaining
content is the same as the prior release
and should not be considered a new or
updated product. Looking for real-world
advice from leading cybersecurity experts?
You've found your tribe. Tribe of Hackers:
Cybersecurity Advice from the Best
Hackers in the World is your guide to
joining the ranks of hundreds of thousands
of cybersecurity professionals around the
world. Whether you're just joining the
industry, climbing the corporate ladder, or
considering consulting, Tribe of Hackers
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offers the practical know-how, industry
perspectives, and technical insight you
need to succeed in the rapidly growing
information security market. This unique
guide includes inspiring interviews from 70
security experts, including Lesley Carhart,
Ming Chow, Bruce Potter, Robert M. Lee,

relationship of two migrant workers who

are able to realize their dreams of an
easy life until one of them succumbs to
his weakness for soft, helpless
creatures and strangles a farmer's wife.

Understanding Russian Propaganda in
Eastern Europe Macmillan

and Jayson E. Street. Get the SCOOp on the The prominence and growing dependency on

biggest cybersecurity myths and
misconceptions about security Learn what
gualities and credentials you need to
advance in the cybersecurity field Uncover
which life hacks are worth your while
Understand how social media and the
Internet of Things has changed
cybersecurity Discover what it takes to

make the move from the corporate world to

your own cybersecurity venture Find your
favorite hackers online and continue the
conversation Tribe of Hackers is a must-
have resource for security professionals
who are looking to advance their careers,
gain a fresh perspective, and get serious

about cybersecurity with thought-provoking

insights from the world’s most noteworthy
hackers and influential security specialists.
The Inside Story of the Astros
Scandal and a Colorful History of
Sign Stealing No Starch Press

Tells a story about the strange
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information communication technologies in
nearly every aspect of life has opened the
door to threats in cyberspace. Criminal
elements inside and outside organizations
gain access to information that can cause
financial and reputational damage. Criminals
also target individuals daily with personal
devices like smartphones and home security
systems who are often unaware of the
dangers and the privacy threats around them.
The Handbook of Research on Information
and Cyber Security in the Fourth Industrial
Revolution is a critical scholarly resource that
creates awareness of the severity of cyber
information threats on personal, business,
governmental, and societal levels. The book
explores topics such as social engineering in
information security, threats to cloud
computing, and cybersecurity resilience
during the time of the Fourth Industrial
Revolution. As a source that builds on
available literature and expertise in the field of
information technology and security, this
publication proves useful for academicians,
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educationalists, policy makers, government

officials, students, researchers, and business
leaders and managers.

Writers Famous and Obscure on Love,
Sex, Money, Friendship, Family, Work,
and Much More Simon and Schuster
“A baseball book that reads like a spy
novel—a story about cheaters and the
cheated that has the power to forever
change how we feel about the game.”
—Brian Williams, MSNBC anchor and
host of The 11th Hour The definitive
insider story of one of the biggest
cheating scandals to ever rock Major
League Baseball, bringing down high-
profile coaches and players, and
exposing a long-rumored "sign-
stealing" dark side of baseball The
ensuing scandal rivaled that of the
1919 "Black Sox" and the more recent
steroid era, and became one of the
most significant that the game had ever
seen. The fallout ensnared many other
teams, either as victims, alleged
cheaters or both. The Los Angeles
Dodgers felt robbed of a World Series
title, and fended off accusations about
their organization. Same for the New
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York Yankees. The Boston Red Sox
were soon under investigation
themselves. The New York Mets lost a
promising manager before he ever
managed a game. Andy Martino, an
award-winning journalist who has
covered Major League Baseball for
more than a decade, has broken
numerous stories about the Astros and
sign-stealing in baseball. In Cheated,
Martino takes readers behind the
scenes and into the heart of the events
that shocked the baseball world. With
inside access to the people directly
involved, Martino breaks down not only
exactly what happened and when, but
reveals the fascinating explanations of
why it all came about. The nuance and
detail of the scandal reads like a true
sports whodunnit. How did otherwise
good people like Astros' manager A.J.
Hinch, bench coach Alex Cora and
veteran leader Carlos Beltran find
themselves on the wrong side of clear
ethical lines? And did they even know
when those lines had been crossed?
Cheated is an explosive, electrifying
read.

Page 4/9

Norwegian Wood Syngress

Criminal activities in cyberspace are
increasingly facilitated by burgeoning black
markets. This report characterizes these
markets and how they have grown into their
current state to provide insight into how their
existence can harm the information security
environment. Understanding these markets
lays the groundwork for exploring options to
minimize their potentially harmful influence.

Strategy and Tactics of Analyst
Influence Rand Corporation

Meet the world's top ethical hackers
and explore the tools of the trade
Hacking the Hacker takes you inside
the world of cybersecurity to show you
what goes on behind the scenes, and
introduces you to the men and women
on the front lines of this technological
arms race. Twenty-six of the world's top
white hat hackers, security
researchers, writers, and leaders,
describe what they do and why, with
each profile preceded by a no-
experience-necessary explanation of
the relevant technology. Dorothy
Denning discusses advanced
persistent threats, Martin Hellman
describes how he helped invent public
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key encryption, Bill Cheswick talks about
firewalls, Dr. Charlie Miller talks about
hacking cars, and other cybersecurity
experts from around the world detail the
threats, their defenses, and the tools
and techniques they use to thwart the
most advanced criminals history has
ever seen. Light on jargon and heavy
on intrigue, this book is designed to be
an introduction to the field; final
chapters include a guide for parents of
young hackers, as well as the Code of
Ethical Hacking to help you start your
own journey to the top. Cybersecurity is
becoming increasingly critical at all
levels, from retail businesses all the
way up to national security. This book
drives to the heart of the field,
introducing the people and practices
that help keep our world secure. Go
deep into the world of white hat hacking
to grasp just how critical cybersecurity
Is Read the stories of some of the
world's most renowned computer
security experts Learn how hackers do
what they do—no technical expertise
necessary Delve into social
engineering, cryptography, penetration
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testing, network attacks, and more As a both tech and non-tech professionals As

field, cybersecurity is large and multi-

reports of major data breaches fill the

faceted—yet not historically diverse. wittheadlines, it has become impossible for

a massive demand for qualified
professional that is only going to grow,
opportunities are endless. Hacking the
Hacker shows you why you should give
the field a closer look.

The President Is Missing Simon and
Schuster

Zen is an Eidolon, one of the most
advanced cyborgs in the world. Part
corporate employee, part soldier, she
protects the interests of Quantum
Corporation in the city-state of Polity —
and she’s used to having them protect
her. Or she was. Terrorist
revolutionaries. A mysterious hacker. A
corporation she can no longer trust —
and a devastating flaw at the heart of
every cyborg. The Eidolons are under
siege and it's time for Zen to choose
whose side she’s on. Whichever path
she takes, one thing’s for certain: both
Zen and Polity will never be the same.
Snow Crash Little, Brown Books for

Young Readers
A practical handbook to cybersecurity for
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any business, large or small, to ignore the
importance of cybersecurity. Most books
on the subject, however, are either too
specialized for the non-technical
professional or too general for positions in
the IT trenches. Thanks to author Nadean
Tanner’'s wide array of experience from
teaching at a University to working for the
Department of Defense, the Cybersecurity
Blue Team Toolkit strikes the perfect
balance of substantive and accessible,
making it equally useful to those in IT or
management positions across a variety of
industries. This handy guide takes a simple
and strategic look at best practices and
tools available to both cybersecurity
management and hands-on professionals,
whether they be new to the field or looking
to expand their expertise. Tanner gives
comprehensive coverage to such crucial
topics as security assessment and
configuration, strategies for protection and
defense, offensive measures, and
remediation while aligning the concept with
the right tool using the CIS Controls
version 7 as a guide. Readers will learn
why and how to use fundamental open
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source and free tools such as ping, tracert,
PUuTTY, pathping, sysinternals, NMAP,
OpenVAS, Nexpose Community, OSSEC,
Hamachi, InSSIDer, Nexpose Community,
Wireshark, Solarwinds Kiwi Syslog Server,
Metasploit, Burp, Clonezilla and many
more. Up-to-date and practical
cybersecurity instruction, applicable to both
management and technical positions ¢
Straightforward explanations of the theory
behind cybersecurity best practices ¢
Designed to be an easily navigated tool for
daily use ¢ Includes training appendix on
Linux, how to build a virtual lab and
glossary of key terms The Cybersecurity
Blue Team Toolkit is an excellent resource
for anyone working in digital policy as well
as IT security professionals, technical
analysts, program managers, and Chief
Information and Technology Officers. This
is one handbook that won'’t gather dust on
the shelf, but remain a valuable reference
at any career level, from student to
executive.

How To Unleash Your Creative
Potential by America's Master
Communicator, George Lois Rand
Corporation

The creator of the bestselling, short-
form Six-Word Memoir series, Larry
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Smith, is back again with THE BEST
ADVICE IN SIX WORDS, a poignant
collection of universal wisdom, life

lessons, and caution thrown to the wind.

us to believe in the power of democracy #1
NEW YORK TIMES BESTSELLER « NAACP
IMAGE AWARD NOMINEE « NAMED ONE
OF THE TEN BEST BOOKS OF THE YEAR

With 1,000 contributions from celebrities gy THE NEW YORK TIMES BOOK REVIEW
like Molly Ringwald, Whoopi Goldberg, NAMED ONE OF THE BEST BOOKS OF THE passage of the Affordable Care Act, clashes

Lemony Snicket, and Gary Shteyngart,
as well as everyday people who've
learned a thing or two about a thing or
two during their time on the planet,
readers will pulled into the sometimes
hilarious, often serious, occasionally
reflective experience of the book. Don’t
miss these amazing tips: “Never, ever
refuse a breath mint.” —Lemony Snicket
“You learn more from your failures.”
—Piper Kerman “Does it need to be
said?” —Julianne Moore “Be a doer, not
a dreamer” —Shonda Rimes
“Sometimes on low, sometimes on
high.” — Mario Batali "Can't say
something nice? Try fiction." - David
Baldacci

Cyberbooks Vintage

Previously published Wiltshire, 1967.
Guide to personal health and success

Hackers' Bazaar Bloomsbury Publishing
A riveting, deeply personal account of history
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YEAR BY The Washington Post ¢ Jennifer
Szalai, The New York Times « NPR ¢ The
Guardian « Marie Claire In the stirring, highly
anticipated first volume of his presidential
memoirs, Barack Obama tells the story of his
improbable odyssey from young man
searching for his identity to leader of the free
world, describing in strikingly personal detail
both his political education and the landmark
moments of the first term of his historic
presidency—a time of dramatic transformation
and turmoil. Obama takes readers on a
compelling journey from his earliest political
aspirations to the pivotal lowa caucus victory
that demonstrated the power of grassroots
activism to the watershed night of November
4, 2008, when he was elected 44th president
of the United States, becoming the first African
American to hold the nation’s highest office.
Reflecting on the presidency, he offers a
unique and thoughtful exploration of both the
awesome reach and the limits of presidential
power, as well as singular insights into the
dynamics of U.S. partisan politics and

in the making—from the president who inspired Situation Room, and to Moscow, Cairo, Beijing,

and points beyond. We are privy to his
thoughts as he assembles his cabinet,
wrestles with a global financial crisis, takes the
measure of Vladimir Putin, overcomes
seemingly insurmountable odds to secure

with generals about U.S. strategy in
Afghanistan, tackles Wall Street reform,
responds to the devastating Deepwater
Horizon blowout, and authorizes Operation
Neptune’s Spear, which leads to the death of
Osama bin Laden. A Promised Land is
extraordinarily intimate and introspective—the
story of one man'’s bet with history, the faith of
a community organizer tested on the world
stage. Obama is candid about the balancing
act of running for office as a Black American,
bearing the expectations of a generation
buoyed by messages of “hope and change,”
and meeting the moral challenges of high-
stakes decision-making. He is frank about the
forces that opposed him at home and abroad,
open about how living in the White House
affected his wife and daughters, and unafraid
to reveal self-doubt and disappointment. Yet
he never wavers from his belief that inside the
great, ongoing American experiment, progress
Is always possible. This beautifully written and
powerful book captures Barack Obama’s
conviction that democracy is not a gift from on

international diplomacy. Obama brings readers high but something founded on empathy and

inside the Oval Office and the White House
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common understanding and built together, day
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by day.

If Angels Fall Phaidon Press

Damn Good Advice on Cyber-Safety
and Fraud Prevention

Tribe of Hackers Little, Brown and
Company and Knopf

Advice for the board members and
CEOs of not-for-profit organisations on

cyber-safety and fraud prevention.

The Practice of Network Security Monitoring
Pinnacle Books

In the future, America will not fight for
freedom. America will not fight for justice.
America will fight for survival. The United
States of America is no longer a dominant
superpower. Countries that were once allies
now race to establish their own influence
around the globe. Slowly but surely, America
is becoming a shadow of its former glory. But
America’s old enemies aren’t content to see
her fade away. They want revenge. The Sixth
Fleet is America’s first defense—and last
hope. Written by a Captain in the U.S. Navy
who has served in both the Pentagon and the
Joint Chiefs of Staff, this electrifying new
series offers an insider’s view of international
conflict and naval combat as you've never
read before.

Of Mice and Men Damn Good Advice on
Cyber-Safety and Fraud PreventionAdvice
for the board members and CEOs of not-
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for-profit organisations on cyber-safety and worldwide community. Here are some of
fraud prevention.The Best Damn
Cybercrime and Digital Forensics Book
Period

Managing Risk and Information Security:
Protect to Enable, an ApressOpen title,
describes the changing risk environment
and why a fresh approach to information
security is needed. Because almost every
aspect of an enterprise is now dependent
on technology, the focus of IT security
must shift from locking down assets to
enabling the business while managing and
surviving risk. This compact book
discusses business risk from a broader
perspective, including privacy and
regulatory considerations. It describes the
increasing number of threats and
vulnerabilities, but also offers strategies for
developing solutions. These include
discussions of how enterprises can take
advantage of new and emerging
technologies—such as social media and
the huge proliferation of Internet-enabled
devices—while minimizing risk. With
ApressOpen, content is freely available
through multiple online distribution
channels and electronic formats with the
goal of disseminating professionally edited
and technically reviewed content to the

the responses from reviewers of this
exceptional work: “Managing Risk and
Information Security is a perceptive,
balanced, and often thought-provoking
exploration of evolving information risk and
security challenges within a business
context. Harkins clearly connects the
needed, but often-overlooked linkage and
dialog between the business and technical
worlds and offers actionable strategies.
The book contains eye-opening security
insights that are easily understood, even
by the curious layman.” Fred Wettling,
Bechtel Fellow, IS&T Ethics & Compliance
Officer, Bechtel “As disruptive technology
innovations and escalating cyber threats
continue to create enormous information
security challenges, Managing Risk and
Information Security: Protect to Enable
provides a much-needed perspective. This
book compels information security
professionals to think differently about
concepts of risk management in order to
be more effective. The specific and
practical guidance offers a fast-track
formula for developing information security
strategies which are lock-step with
business priorities.” Laura Robinson,
Principal, Robinson Insight Chair, Security
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for Business Innovation Council (SBIC) the business, Managing Risk and Malcolm outlines the major forces changing

Program Director, Executive Security Information Security challenges traditional the information security risk landscape
Action Forum (ESAF) “The mandate of the security theory with clear examples of the from a big picture perspective, and then
information security function is being need for change. It also provides expert goes on to offer effective methods of
completely rewritten. Unfortunately most  advice on how to dramatically increase the managing that risk from a practitioner's
heads of security haven’t picked up on the success of your security strategy and viewpoint. The combination makes this
change, impeding their companies’ agility methods — from dealing with the book unique and a must read for anyone
and ability to innovate. This book makes  misperception of risk to how to become a Z-interested in IT risk." Dennis Devlin AVP,
the case for why security needs to change, shaped CISO. Managing Risk and Information Security and Compliance, The
and shows how to get started. It will be Information Security is the ultimate treatise George Washington University “Managing

regarded as marking the turning pointin ~ on how to deliver effective security to the  Risk and Information Security is the first-to-
information security for years to come.” Dr. world we live in for the next 10 years. Itis read, must-read book on information
Jeremy Bergsman, Practice Manager, CEB absolute must reading for anyone in our  security for C-Suite executives. It is

“The world we are responsible to protect is profession — and should be on the desk of accessible, understandable and actionable.

changing dramatically and at an every CISO in the world.” Dave Cullinane, No sky-is-falling scare tactics, no techno-
accelerating pace. Technology is pervasive CISSP CEO Security Starfish, LLC “In this babble — just straight talk about a critically
in virtually every aspect of our lives. overview, Malcolm Harkins delivers an important subject. There is no better primer
Clouds, virtualization and mobile are insightful survey of the trends, threats, and on the economics, ergonomics and psycho-
redefining computing — and they are just  tactics shaping information risk and behaviourals of security than this.”

the beginning of what is to come. Your security. From regulatory compliance to Thornton May, Futurist, Executive Director
security perimeter is defined by wherever psychology to the changing threat context, & Dean, IT Leadership Academy

your information and people happen to be. this work provides a compelling “Managing Risk and Information Security
We are attacked by professional introduction to an important topic and trains is a wake-up call for information security
adversaries who are better funded than we helpful attention on the effects of changing executives and a ray of light for business
will ever be. We in the information security technology and management practices.” leaders. It equips organizations with the

profession must change as dramatically as Dr. Mariano-Florentino Cuéllar Professor, knowledge required to transform their

the environment we protect. We need new Stanford Law School Co-Director, Stanford security programs from a “culture of no” to
skills and new strategies to do our jobs Center for International Security and one focused on agility, value and
effectively. We literally need to change the Cooperation (CISAC), Stanford University competitiveness. Unlike other publications,
way we think. Written by one of the best in “Malcolm Harkins gets it. In his new book Malcolm provides clear and immediately
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applicable solutions to optimally balance
the frequently opposing needs of risk
reduction and business growth. This book
should be required reading for anyone
currently serving in, or seeking to achieve,
the role of Chief Information Security
Officer.” Jamil Farshchi, Senior Business
Leader of Strategic Planning and
Initiatives, VISA “For too many years,
business and security — either real or

entertaining and thought provoking way.
This will change the way security
professionals work with their business
leaders, and help get products to market
faster. The 6 irrefutable laws of information
security should be on a stone plaque on
the desk of every security professional.”
Steven Proctor, VP, Audit & Risk
Management, Flextronics

Cheated John Wiley & Sons

imagined — were at odds. In Managing Risk Navigate uncharted waters with visionary

and Information Security: Protect to
Enable, you get what you expect — real life
practical ways to break logjams, have
security actually enable business, and
marries security architecture and business
architecture. Why this book? It's written by
a practitioner, and not just any practitioner,
one of the leading minds in Security
today.” John Stewart, Chief Security
Officer, Cisco “This book is an invaluable
guide to help security professionals
address risk in new ways in this alarmingly
fast changing environment. Packed with
examples which makes it a pleasure to
read, the book captures practical ways a
forward thinking CISO can turn information
security into a competitive advantage for
their business. This book provides a new
framework for managing risk in an
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and inspirational leadership After a
successful career in the US Navy, retired
Rear Admiral Danelle Barrett knows plenty
about effective, motivational leadership,
and now she’s sharing it with anyone who
strives to be a bold change leader. As
Barrett learned in the military, strong
leadership is inherently about people and
behavior, not formulas and complex
theory. The hallmarks of great leaders are
their vision, tenacity, integrity, and
thoughtful mentorship of others. Barrett
imparts her experience through practical
advice for leaders in any industry and the
best examples she’s learned from the
remarkable leaders she’s served with in
the navy. She also includes plenty of wit
via engaging “Sea Stories”—anecdotes
told by sailors, chiefs, and officers, often
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embellished over time—that have humor,

heart, and valuable lessons. Leadership is
not complicated, but it is deliberate. It can
be summed up in these basic principles: ¢
Inspire and connect ¢ Find three positives
* Don'’t be a jerk Becoming a fearless
agent of change is particularly relevant
today as we face the unprecedented and
exponential pace of technological
advancement, and Barrett provides you
with the powerful tools you need to
succeed and ride the wave of this evolution
in whatever industry you work.
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